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Abstract

Network simulationis an important tool used to increa® the understanding of network
services and protocols. A key to condwcting compelli ng simulation studies isto use a
redistic traffic pattern. However, many generators oversmplify traffic patterns. This
paper presents atod that has beencreated to cgpture the main charaderistics of thefile
transfer protocol (FTP) and generate sessons based onthase characeristics.

1 Introduction

The FTP Applicaion-Leve Traffic Generator (ALTGen-F) isatod thatcan beused to
describeredistic FTP traffic acossnetwork paths. ALTGen-F isastand-alone tod that
generates atraffic profil e, which can be used in conjunction with various applicaions
such as simulators or measurement tools used in real retworks.

Thetraffic profile produced by ALTGen-F is based onmathematicd models which
incorporate both olservations seenaaossred networks and the reasoning behind those
observations [Pax94]. In comparison, empiricd models are inflexible and ehash wha
was seen without endeaoring into the reasonsbehind the dita. Also, simple
mathematica models tendto fail to cgoture any complexity within the data.

In the areaof network simulation, the processof gererating traffic is often owerlooked
[PF97]. Often, traffic consists of astream of uniform data or is gererated from an
oversimplified model. Such representationsfail to cgture the key characeristics of the
protocols. This generator was creaed in order to producetraffic that better models the
main charaderistics and traits of the FTP protocol.

2 FTP Traffic Generation

2.1 Terminology and details
The following terms are explained lelow and are used throughou this report:

Flow: A network path which hosts a &t of FTP sessons.
Flows are independent of ead aher.

Session: All ocaurrernces within a spedfic invocaion d a FTP applicaion.

Connection: A single datatransfer within a sesson. All conredionsutili ze the
Transmisgon Control Protocol (TCP)

Inter-connection time: Time ketween theend d one data conredion andthe start of the
next within the same sesson.

Delay between connections. Same as Inter-conredion time.

Burst: A seriesof conredions whose inter-conredion times are at most4 seonds
[Pax94].

Load: Thenunber of sessons o generate.



Using this vocabulary set, an example FTP sesgonis shown in Figure 1 below.
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Figurel: Example FTP session

2.2 Distributions

Aside from the standard distributions,several other distributions are usedas follows:
Pareto Distribution
A skewed, heavy-tail ed dstributionwhose distribution functionis defined as

F(x) =1 - (k/x)°, (1)
where a is the shape of the distribution and k is a scaling factor
Log,-Normal Distribution
A logz-normal distributionrefers o a random variablwhich foll ows a normal
distribution after first applying alogarithmic transformation (in this cag log base 2).
Thus if randam variable Y = log, (X) ~ Normal (u,0), then X ~ Log,-Normal (u,0).

2.3 Algorithm

The foll owing algorithm describes the stepsised to generate a FTP traffic profile:
I) Preprocessng
Preprocessng validates the program’s parameters and writes a small headee to th
traffic profile.
I1) Gereratethe Traffic
1) Fow ldentificaion
Flow identificaionis used to identify which sessons belong to which flow.
Flowsrangein ID from zero to oreless han the total number ofdws. ThelD is
incremented for ead sesson and follows the following formula in geneka

For N flows,
sesgon[k] correspond o flow[k mod N]
where k=0, 1, 2, ... (Load - 1)

2) Sesson Start Time Calculation
No sessonwill start at time zro, urless he initial calculation yields an initia
increment of zero. The time between successve sesgon starts for a particular
flow isbased ona Poisn dstribution with a user-spedfied mean. A smaller
mean will yield more condensed traffic, while alarger value will yield more



sparsetraffic. [PF95] shows that he time between FTP sessons iswell modeled
as a Poison dstribution.

time; (Sessonk]) = time; (flow[k mod N])
=timej.; (flow[k mod N]) + Poison (mean start time)

3) Sesdon Size Calculation
The current sesson sizein bytes iscadculated using aLog,-Normal distribution
[Pax94]*. Thus,

Sesdon Size = 2%, where R~Normal (Hsesson, Osesson)

4) Generation d Conredionswithin a Sesson
Any given conredionis defined by aLog,-Normal distribution.

Conredion, C; = ZR, where R~Normal (Uconnection, Oconnection)

A connectionG;, iscdculated, andits sizein bytes isadded to the cumuative

sum of al previous conredions for that sesson. If thetotal is less han the sizefo
the sesgon, this step isrepeatd. If it is nat, the connedion is truncated so thatthe
total number of bytes in the onredions isequal b the sessonsize. This
introduces a slight bias © the onredion size calculation. Whil e the shape of the
generated distribution remains the same, thevarage is shifted dowrward dlightly
asaresult of thetruncaions. Also, dueto memory considerations for both the
simulator and generator, the total number of conredions may be restined and an
appropriate warning message displayed.?

5) Cdculation d Bursts
The calculation of busts isacomgicated procedure that relies ontwo dfferent
distributions. First, aLog,-Normal distributionis used for thetop 95 rcentile.
The remaining bursts are characierized by a Pareto distribution. Theprocedure
(seeFigure 2) goes as foll ows:

For every conredionin the sesson (in arder of occurrence) :

If the current conredion is the first connedion a the previous conredionis
marked as non-burst, cdculate a rew burst sze, B, based off of the two part
distribution. If the diff erence between the current conredion size and the burst
sizeisgreder than o equal to zero, then thecurrentconnedionis markedas
burst, and the diff erence between the current conredion size and the burst size
bewmmes the new B. Move to the next connection and repeat

! valuesfor the parametersin both the sesson, connedion, and burst sze cdculations are those used in
[Pax94]. However, they are easily changablewithin the mde if adjustment to the model becomes
necessry.

2 The restraint is spedfied within the program, but canbe modified if necessary.
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Burst Size Conredion Conredion
Calculation (Non-Burst) (Burst)

Figure2: Example of burst calculation

Calculation d Delays between Conredions
The calculation ofdelay between @ita mnnedionscortains models not dscussed
in [Pax94] andisdiscussed in greder detail in § 3.

A burst by definitionis a series of connedions separated by less han four secnds
[Pax94]. Thus, for any two consecutive conredions within aburst a time
between zero and four is generated. For any other combination o conredions, a
time greder than four is generated. The model used in generating these values
consists of threedifferent distributions - Log,-Normal, exporential, and unform -
and arelisted in the table below. Finaly, if adelay is observed to be zero, it is
adjusted by one nancseamndsincezero delays canna exist in many simulators.

Bursts 0- 2.5semnds Exporentia (0.616
2.5- 4 seonds Uniform (2.5, 9
NonBursts | 4- 180semnds Log,-Normal (3.27, 2.16

Generate the Report for the Sesson

A report for the sessonis generated, where the start timeisan doff set in seonds
from the start of the simulation and notthe time betweensessons. All sendsare
the number of padkets to transmit, which correspond to the number of byteis th
were calculated previously and the packt size used in the simulation. Finally, all
delays arein seaonds. The format of the report is shown bdow.

Line/Sesson | Flow | Start Initial [ Subsequent [Delays ... ] Number of
Number ID Time Send Sends ... ] s Connedions

Figure3: Report format

Reset sizes and Repea
Step two is repeded for the desired number of sessons.



3 Modeling Delays Between Connections

One of the charactristicsabsent fromthe moas in [Pax94] wasa cetailed aralysis of
the time between conredions within asesson. Thus, independent analysis was done
using the same LBL-7 dataset used in [Pax94]. Sincethetimes extraded from the data
set were extremdy skewed, a lase two logarithmic transformaion wasapplied to the
data. Theresult (seeFigure 4) showed adistinct bi-moduarity to the data, with the split
occurring roughly around 2.5seands. The data abowe this split fit very well to a namal
distribution and resulted in an overall Log,-Normal distribution. The data below the split
was less behaved and seemed dependent on faatbrassroundtrip times and process
scheduling.
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Figure4: Time between connections after log base 2 transformation (LBL-7 Dataset)

After some aralysis a model consiging of two parts was derived using the data before the
transformation. An exporential model was wsed for data kess han 2.5secmnds, anda
uniform model was wsed for data ketween 2.5 ad 4semnds A simulationwas then run
and the results of the simulation were plotted against the cumulative distribution fundion
(CDF) of the original data set, as shown in Figure 5 and Figure 6.
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Figure 6. CDFsof thetimes after alog base 2 transformation



It shoud be noted that the gererated model tracks the original well® but is smoctherdue
to the use of mathematicd models.

4 Future Work

Whilethis ool currently supports FTP traffic only, it was written with the hdpe o
extending it to other applicationssuch asHTTP. Thus, the design loosdy suppats the
addition d other traffic models. Also, while aralysis of the inter-connedion model is
based primarily onthe LBL-7 dataset, it would be valuable to test the current modd on
additional, more recant traces. Another interest is the dfect hat round tip times have on
inter-connediontimes. Such an analysiswould require a pacletlevel trace & network
adivity, which was unavail able at the time of the analysis.

5 Conclusion

This ool generates FTP sessions based on models which incorporatg the ke
charaderistics of the protocol. By generating traffic that behaves off charaderistics
foundat theapgication level, this tod will allow for a ketter arelysis of other network
iswes. Finaly, thetraffic profile generated can be used alongside a veriety of
applicaions and todls.
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% Deviations are no more than +2.5% to -0.5% at any given point.



