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Executive Summary:

This document provides guidance on applying DoD policy, DoD Information Standards Registry (DISR) requirements, DoD IPv6 Transition Office guidance, and IETF requirements to define “IPv6 Capable” networking equipment for acquisitions. This document specifically defines candidate DoD IPv6 standard profiles for "IPv6 Capable" products of various classes of equipment and various IPv6 network features. This document defines the base requirements (BASE) for IPv6 for all devices, and specific standards profiles for the following product classes: 

· Host/Workstation: End nodes and their applications for users 

· Network Appliance: Simple end nodes such as PDAs, PCS phones, Internet appliances, simple sensors, home automation controllers

· Router: Intermediate nodes for packet routing  

· L-3 Switch: Intermediate node that performs layer-2 switching on IPv6 packets and has layer-3 management or routing functions

· Security Device: Provides some Information Assurance (IA) service function 

· Network server: Provides some type of IPv6 network service (Ex: FTP, e-mail, NTP, DHCPv6, HTTP web server)

Additionally the document defines the following IPv6 protocol functional categories:  

· Transition Mechanisms (TM) – All nodes that must interoperate with IPv4 MUST support one or more transition mechanisms for interoperability
· Connection Technology (CT) - Layer-2 connection technology definitions for all nodes  (Ex: Ethernet, ATM, PPP)
· IP Security Profile (IPsec) - Protocols to achieve basic IPsec for IPv6
· Quality of Service (QOS) – IPv6 protocols related to QOS signaling 

· Mobility (MOB) –MIPv6 and NEMO (May become part of host/workstation requirements)
· Wireless Systems (Wireless) – IPv6 support for RF wireless systems including header compression and MANET
· Network Management (NM) – Protocols for network management in IPv6 networks
· Informational (INFO) Best Common Practice (BCP) standards for network operations and deployment guidance
The requirements used to generate this profile are taken from the DoD Information-Technology Standards Registry (DISR) IPv6 Generic Profile, from the draft DoD IPv6 Transition Office (TO)  “Draft Ipv6 Capable Functional Specification v1.0” (unsigned) dated 06.15.05, and from the Internet Engineering Task Force (IETF) Internet-Draft “draft-ietf-ipv6-node-requirements-11.txt” August 2004. Only standards listed in the DISR Generic IPv6 profile are included as MUST requirements in this document. 

This is a draft for coordination and is not an official DoD document.
Table of Contents:

31.
DoD IPv6 Capable Product Definition:


41.1.
Terminology Used in This Document:


41.2.
Categories of IPv6 Standards:


52.
BASE Requirements:


63.
Product Classes:


63.1.
Host/Workstation (End node) Requirements


93.2.
Network Appliance


93.3.
Router Requirements: (Intermediate Node)


123.3.1.
Sample Router Profile:


133.4.
Layer-3  (L3) Switch Requirements: (Intermediate Node)


153.4.1.
Sample L-3 Switch Profile


163.5.
Network Server Requirements:


183.5.1.
Sample Network Server Profiles:


183.5.1.1.
NTP Simple Server:


183.5.1.2.
SIP Simple Server:


183.5.1.3.
Tunnel Broker Simple Server:


193.5.1.4.
UNIX Advanced Server (UNIX 03)


203.6.
Security Device Requirements:


203.6.1.
Sample Security Device Profile: Classified Network Encrypter


214.
IPv6 Protocol Functional Categories:


214.1.
Transition Mechanisms (TM) Profile


214.2.
Connection Technology (CT) Profile


224.3.
IPv6 IP Security (IPsec) Profile:


244.4.
Quality of Service (QoS)


244.5.
Mobility (MOB)


254.6.
Wireless Systems (Wireless)


254.7.
Network Management (NM)


264.8.
Informational (INFO)


265.
References:


266.
Annex A: Change list v.5 to v.6


267.
Annex B: DoD IPv6 Transition Office “IPv6 Capable” Requirements (draft 11-22-05)


278.
Annex C: JITC IPv6 Test Profile Based on This Document




1. DoD IPv6 Capable Product Definition: 

To be "IPv6 Capable" a product must pass the IPv6 base requirements, support requirements for one (or more) product categories: 

· Host/Workstation (End nodes for users) 

· Network Appliance (Simple end nodes for users such as PDAs, PCS phones, simple sensors, home automation, Internet appliances)

· Router (Intermediate nodes for packet routing)

· L-3 Switch (Intermediate nodes for packet switching) 

· Security Device (Provides some Information Assurance (IA) service function)

· Network server (Provides some type of IPv6 Network Service)

and supports the IPv6 version of any IPv6 protocol functional categories

required for its function within the DoD Global Information Grid (GIG).  

1.1. Terminology Used in This Document: 

In accordance with RFC 2119, the following terms are used in this document: 

· MUST indicates that a protocol requirement is in the DISR and mandated for interoperability. 

· SHOULD+ indicates that a protocol is emerging and is expected to be a DISR mandated requirement soon, is strongly supported, and is expected to become a MUST requirement in the near future. 

· SHOULD indicates that a protocol is emerging and is expected to become a requirement in the future.

· MAY indicates that a protocol is optional and may be used if required. 

1.2. Categories of IPv6 Standards:

· IPv6 Base (BASE) – All IPv6 capable products MUST support these basic requirements for IPv6 interoperability
· Product Classes:  Products are classified according to their system function on an IPv6 network. One or more is applicable to the system’s function:
· Host/Workstation: Host PCs and Workstations and their applications 

· Network Applicances: Simple end nodes such as PDAs, PCS phones, Internet appliances, simple sensors, home automation controllers 

· Router: Intermediate node used for packet routing
· Layer-3 Switch: Intermediate node that performs layer-2 switching on IPv6 packets and has layer-3 management or routing functions 
· Network Server (Server) Serves one or more network applications (Ex: DHCPv6, DNS, NTP, E-mail, FTP) out to other network nodes. A simple server may be an appliance which only serves one application while an advanced server such as a UNIX, LINUX, or WINDOWS server may be capable of serving many applications based on its configuration. 
· Security Device (Security) Ex: Firewall, Intrusion Detection System, Authentication Server, VPN, IP Network Encryptor (ex: HAIPE)
· IPv6 Protocol Functional Categories: Protocol standards are grouped by protocol functional categories:
· Transition Mechanisms (TM) – All IPv6 nodes that must interoperate with IPv4 MUST support one or more transition mechanisms for interoperability
· Connection Technology (CT) – Link layer connection technology definitions for all nodes  (Ex: Ethernet, ATM, PPP)
· IP Security Profile (IPsec) – Protocols to achieve basic IP Security (IPsec) for IPv6
· Quality of Service (QoS) – IPv6 protocols related to QoS signaling and services

· Mobility (MOB) –Requirements to achieve IPv6 Mobility (MIPv6) and Network Mobility (NEMO) for IPv6 
· Wireless Systems (Wireless) – IPv6 support for wireless systems including header compression and MANET routing 
· Network Management (NM) – Protocols for network management in IPv6 networks
· Informational (INFO) – Best Common Practice (BCP) and Informational standards for network operations and deployment guidance
2. BASE Requirements: 

All IPv6 nodes MUST support these base requirements as they form the core of interoperability requirements for IPv6 nodes connectiviting to the DoD GIG and Internet.

· RFC 1981, Path MTU Discovery for IPv6 

· RFC 2460, Internet Protocol v6 (IPv6) Specification  

· RFC 2461, Neighbor Discovery for IPv6

· RFC 2462, IPv6 Stateless Address Auto-configuration: 
· All nodes MUST support RFC 2462 auto-configuration of link local addresses
· All end-nodes (non-routers) MUST support full RFC 2462 auto-configuration
· Hosts/workstations and routers MUST support manual configuration and MUST support disabling auto-configuration
· RFC 2463, Internet Control Message Protocol (ICMPv6)

· RFC 4301, Security Architecture for the Internet Protocol: All end nodes and intermediate nodes requiring security MUST have an upgrade path to full IPsec by 2007. RFC 4301 specifies many other security protocols – See the full IPv6 IPsec profile in this document
· RFC 3513, IPv6 Addressing Architecture
· Need to consider if addressing architectures should be in BASE or Informational section. Additional RFCs defining IPv6 addressing are:  

· RFC 3587, IPv6 Global Unicast Address Format 

· RFC 4007, Scoped Address Architecture (All IPv6 addressing plans MUST use this standard definition for scoped addressing architectures)
· RFC 4193, Unique Local IPv6 Unicast Addresses
3. Product Classes:

IPv6 product classes are broken into the following categories:

· Host/Workstation (End Node) 

· Network Appliance (End Nodes)
· Router (Intermediate Node)

· Layer-3 Switch (Intermediate Node) 

· Network Server (Simple Server and Advanced Server) Ex: DHCPv6 Server, DNS, NTP, HTTP webserver, UNIX Server, Linux Server, Windows Server 

· Security Device (Security) Ex: Firewall, Intrusion Detection System, Authentication Server, VPN, IP Network Encryptor (ex: HAIPE)

This concept is illustrated in Figure 1: 
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Figure 1: IPv6 Product Classes

Additional classes may be added in the future as new products are developed, or these classes may be modified to include specifications for sub-categories.

3.1. Host/Workstation (End node) Requirements

Requirements common to systems for end-users including PCs, workstations, etc. 

· BASE requirements

· All applications on hosts/workstations that require IP network protocol service MUST use IPv6 capable versions of those network protocols 

· Transition mechanisms 

· Hosts/Workstations MUST support dual stacks and MAY support other mechanisms

· IPv6 IPsec security profile

· IPv6 Mobility Profile 

· All hosts MUST implement binding cache update Corresponding Node (CN) function in RFC 3775

· All hosts that may be mobile (IE laptops) or attached to a mobile network MUST implement Mobile Node (MN) functions in RFC 3775

· All hosts operating MIPv6 functions must support RFC 3776 using IPsec to Protect Mobile IPv6 Signaling Between Mobile Nodes and Home Agents 

· CN and MN functions must have an option to enable and disable them 

· Standard 66/RFC 3986, Uniform Resource Identifier (URI): Generic Syntax 

· RFC 3596, DNS Extensions to Support IPv6 (Hosts must be capable of using IPv6 DNS)

· RFC 3484, Default Address Selection for IPv6 MUST be implemented. It is expected that IPv6 nodes will need to deal with multiple addresses
· RFC 3315, Dynamic Host Configuration Protocol for IPv6 (DHCPv6) 

· Hosts on nets requiring stateful autoconfiguration MUST generate DHCPv6 requests and process DHCPv6 server replies 

· All hosts requiring auto-configuration of DNS service MUST support DHCPv6

· All hosts SHOULD+ support DHCPv6

· RFC 3041, Privacy Extensions for Stateless Address Auto configuration in IPv6 

· Hosts on networks requiring privacy address extensions MUST implement RFC 3041

· All mobile hosts that may operate on open public networks SHOULD+ implement RFC 3041

· RFC 3810, Multicast Listener Discovery Version 2 (MLDv2) Hosts must be capable of supporting MLD listener functions (Emerging June 05) 

	3.1.1. Sample Workstation Profile (With an Ethernet Connection)

· RFC 1981, Path MTU Discovery for IPv6 

· RFC 2460, Internet Protocol v6 (IPv6) Specification  

· RFC 2461, Neighbor discovery for IPv6

· RFC 2462, IPv6 Stateless Address Auto-configuration 

· RFC 2463, Internet Control Message Protocol (ICMPv6)

· RFC 3513, IPv6 Addressing Architecture

· RFC 3596, DNS Extensions to Support IPv6 - Hosts must be capable of using IPv6 DNS 

· RFC 4301, Security Architecture for the Internet Protocol 

· RFC 2464, Transmission of IPv6 Packets over Ethernet Networks

· Standard 66/RFC 3986, Uniform Resource Identifier (URI): Generic Syntax 

· RFC 3810, Multicast Listener Discovery Version 2 (MLDv2) (Emerging June 05) Host must generate MLD requests.

· RFC 3315, Dynamic Host Configuration Protocol for IPv6 (DHCPv6) 

· IPsec and Security: 

· At a minimum, HOSTS MUST implement basic IPsec with manual keying as defined  in the following RFCs: 

· RFC 4301, Security Architecture for the Internet Protocol

· RFC 4303, IP Encapsulating Security Payload (ESP)

· RFC 4305, (ESP and AH) Cryptographic Algorithm Implementation Requirements for Encapsulating Security Payload (ESP) and Authentication Header (AH)  
· RFC 4308:
Cryptographic Suites for IPsec  

· RFC 4309: 
Using Advanced Encryption Standard (AES) CCM Mode with IPsec Encapsulating Security Payload (ESP)
· HOSTS SHOULD+ also implement these additional protocols as they are expected to be mandated during upcoming DISR cycles:

· RFC 4302, IP Authentication Header (AH)

· RFC 4304,   Extended Sequence Number (ESN) Addendum to IPsec Domain of Interpretation (DOI) for Internet Security Association and Key Management Protocol (ISAKMP)
· RFC 4305, (ESP and AH) Cryptographic Algorithm Implementation Requirements for Encapsulating Security Payload (ESP) and Authentication Header (AH)  
· RFC 4306: 
(ISAKMPSEC) Internet Key Exchange (IKEv2) Protocol  
· RFC 4307: 
Cryptographic Algorithms for Use in the Internet Key Exchange Version 2 (IKEv2)  

· Hosts needing to maintain interoperability with current/legacy support Internet Key Exchange (IKE)  SHOULD support IKE original version by supporting the following algorithms

· RFC 2407, The Internet IP Security Domain of Interpretation for ISAKMP

· RFC 2408, Internet Security Association and Key Management Protocol 

· RFC 2409, The Internet Key Exchange (IKE)

· RFC 4109, Algorithms for Internet Key Exchange Version 1 (IKEv1) 

· Hosts/Workstations SHOULD+ support RFC 3971 SEcure Neighbor Discovery (SEND) and RFC 3972 Cryptographically Generated Addresses (CGAs)  

· Hosts/Workstations SHOULD+ support RFC 3041, Privacy Extensions for Stateless Address Auto configuration in IPv6 (support Privacy Extensions)

· Mobility: Workstation/PC MUST support MN and CN functions and IPsec for MIPv6 as defined in 

· RFC 3775, Mobility Support in IPV6  

· RFC 3776, Using IPsec to Protect Mobile IPv6 Signaling Between Mobile Nodes and Home Agents 




3.2. Network Appliance

Network Appliances are simple end-nodes such as PDAs, thin client computers, PCS phones, Internet appliances, simple sensors, IPv6 network capable home automation/entertainment modules, etc, and MUST support the BASE IPv6 protocols at a minimum, SHOULD+ support the full IPsec profile, SHOULD support the full host/workstation  profile if they function as a client device. All applications on simple network appliances that require IP network protocol service MUST use IPv6 capable versions of those network protocols

Network appliances such as security/safety system sensors or home automation modules controlling safety and security functions MUST at a minimum have layer-2 (link-layer) encryption and if connected directly to external networks (Internet) MUST support the IPsec profile.

Note: If a network appliance serves as a simple server (Example: sensor+webserver) it will support the simple server profile. 

3.3.  Router Requirements: (Intermediate Node) 

All routers under this definition Must support an interior routing protocol (Standards based OSPFv3, non-standard IS-IS for IPv6, or both, or others), tunneling, multicast for IPv6, differentiated services, and if their function requires it, a border-gateway protocol (BGP-4) or mobility (MOB) profile. Other router requirements will be added to the definition as the protocols mature. 

· BASE Requirements

· Transition mechanisms: Routers Must at a minimum support dual stack and manual tunneling 

· RFC 4213, Transition Mechanisms for IPv6 Hosts and Routers: Router MUST support dual stacking and configured tunnels

· RFC 2784 Generic Router Encapsulation (GRE): Router MUST support IPv6-in-IPv4 tunnels and IPv4-in-IPv6 tunnels

· Other automatic tunneling mechanisms such as ISATAP, TEREDO, and 6to4 are optional
· Net Management Profile

· Mobility Profile:  

· If router must support MIPv6, it MUST be capable of performing all HA functions specified in:

· RFC 3775, Mobility Support in IPV6 

· RFC 3776, Using IPsec to Protect Mobile IPv6 Signaling Between Mobile Nodes and Home Agents

· If a router must support network mobility (NEMO) it MUST support RFC 3963, Network Mobility (NEMO) Basic Support Protocol 

· All routers SHOULD+ support MIPv6

· All routers SHOULD+ support NEMO 

· QoS Profile: 

· All routers MUST support RFC 2474, Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers: Routers must process IPv6 DiffServ headers and offer differentiation of traffic service classes 

· Routers may optionally support other IPv6 QoS mechanisms according to customer requirements for QoS support

· Interior Routing:

· RFC 2740, OSPF for IPv6 (OSPFv3)

· IS-ISv6 and IS-IS MT are still IETF drafts and MAY be supported though they are not in the DISR, though they are already supported in many routers

· EIGRP and RIPng are options that MAY be supported as they are not specified in the DISR

· RFC 2473, Generic Packet Tunneling in IPv6 Specification 

· RFC 2710, Multicast Listener Discovery (MLD) for IPv6, October 1999. (Being Retired) 

· RFC 3810, Multicast Listener Discovery Version 2 (MLDv2) – Routers MUST support MLD multicast router functions

· If router functions as a BGP, gateway between routing systems, it Must support:

· RFC 1771, A Border Gateway Protocol 4 (BGP-4)

· RFC 1772, Application of the Border Gateway Protocol in the Internet 

· RFC 2545, Use of BGP-4 Multi-protocol Extensions for IPv6 Inter-Domain Routing 

· RFC 2858, Multi-protocol Extensions for BGP-4 

Note: Currently there is no IETF standards track multicast routing protocol and hence, none in this definition developed for the DISA Standards WG. PIMv2 (IETF Experimental) SHOULD+ be implemented as an interim solution until IETF standardization occurs. PIMv2 Dense Mode (DM) and PIMv2 Sparse Mode (SM) drafts have been submitted to the IESG for consideration as Draft Standards. 

	3.3.1. Sample Router Profile: 
This sample router requires Ethernet and PPP connections and operates as both an interior router and a border gateway router and requires MIPv6, NEMO, and RSVP QoS. 

· RFC 1981, Path MTU Discovery for IPv6 

· RFC 2460, Internet Protocol v6 (IPv6) Specification  

· RFC 2461, Neighbor Discovery for IPv6

· RFC 2462, IPv6 Stateless Address Auto-configuration 

· RFC 2463, Internet Control Message Protocol (ICMPv6)

· RFC 3513, IPv6 Addressing Architecture

· RFC 2784, Generic Router Encapsulation (GRE) – Routers must support configured tunneling for IPv6-in-IPv4 and IPv4-in-IPv6

· RFC 2464, Transmission of IPv6 Packets over Ethernet Networks

· RFC 2472, IP Version 6 over PPP 

· RFC 2740, OSPF for IPv6 (OSPFv3)

· Optional Interior Routing Protocols:

· RIPng

· IS-ISv6 / IS-IS MT

· This router functions as a BGP gateway between routing systems and MUST support:

· RFC 1771, A Border Gateway Protocol 4 (BGP-4)

· RFC 1772, Application of the Border Gateway Protocol in the Internet 

· RFC 2545, Use of BGP-4 Multi-protocol Extensions for IPv6 Inter-Domain Routing 

· RFC 2858, Multi-protocol Extensions for BGP-4 

· Multicast: 

· Router MUST support RFC 3810, Multicast Listener Discovery Version 2 (MLDv2) Router functions to support MLD

· Router SHOULD+ support PIMv2 Dense Mode (DM) and PIMv2 Sparse Mode (SM)

· QOS

· RFC 2474, Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers: Routers must process DiffServ headers and offer differentiation of traffic service classes 

· This routers is required to support RSVP for QOS reservations and thus must support 

· RFC 3175, Aggregation of RSVP for IPv4 and IPv6 Reservations 

· RFC 2207, RSVP Extensions for IPSEC Data Flows 

· IPsec: At a minimum, Routers MUST implement basic IPsec with manual keying as defined  in the following RFCs: 

· RFC 4301, Security Architecture for the Internet Protocol

· RFC 4303, IP Encapsulating Security Payload (ESP)

· RFC 4305, (ESP and AH) Cryptographic Algorithm Implementation Requirements for Encapsulating Security Payload (ESP) and Authentication Header (AH)  
· RFC 4308:
Cryptographic Suites for IPsec  

· RFC 4309: 
Using Advanced Encryption Standard (AES) CCM Mode with IPsec Encapsulating Security Payload (ESP)
· Routers SHOULD+ implement the full IPsec Profile to include automatic key exchange, SEND, and CGAs
· Net Management:

· RFC 2465, Management Information Base for IP Version 6: Textual Conventions and General Group

· RFC 2466, Management Information Base for IP Version 6: ICMPv6   

· RFC 3411, An Architecture for Describing SNMP Management Frameworks – Devices must be SNMPv3 compatible

· RFC 4022, Management Information Base for the Transmission Control Protocol  

· RFC 4113, Management Information Base for the User Datagram Protocol

· RFC 3595, Textual Conventions for IPv6 Flow Label 

· Mobility: 

· This router is required to support MIPv6 and thus MUST support router HA functions as specified in:

· RFC 3775, Mobility Support in IPV6  

· RFC 3776, Using IPsec to Protect Mobile IPv6 Signaling Between Mobile Nodes and Home Agents 

· This router is required to support NEMO and MUST support router functions in RFC 3963




3.4. Layer-3  (L3) Switch Requirements: (Intermediate Node)

L3 Switches generally sit at entry points to L-2 switched networks and have network management or routing functions (or both) at layer-3 in addition to Layer-2 switching functions.  Whereas routers perform packet switching using a microprocessor that supports many various network functions, switches perform packet switching in special purpose high speed integrated circuits. The L3 switch requirements for IPv6 are: 

· MUST support the BASE requirements

· Router profile requirements must be supported if a L3 switch also contains routing functions to interface with routers at edge of a switching network

· Connection Technology (CT) profile for applicable Layer-2 connection technology (Example: MPLS, FDDI, Ethernet)

· Net management (NM) profile MUST be supported if product is a managed switch

	3.4.1. Sample L-3 Switch Profile

This L-3 Switch is also required to interface with edge routers running BGP, must support MPLS, and must support remote management. It must support Ethernet, PPP, and FDDI layer-2 connections.

· RFC 1981, Path MTU Discovery for IPv6 

· RFC 2460, Internet Protocol v6 (IPv6) Specification  

· RFC 2461, Neighbor Discovery for IPv6

· RFC 2462, IPv6 Stateless Address Auto-configuration 

· RFC 2463, Internet Control Message Protocol (ICMPv6)

· RFC 3513, IPv6 Addressing Architecture

· RFC 2784, Generic Router Encapsulation (GRE) – Routers must support configured tunneling for IPv6-in-IPv4 and IPv4-in-IPv6

· RFC 2740, OSPF for IPv6 (OSPFv3)

· This switch functions as a BGP router gateway between routing systems and MUST support:

· RFC 1771, A Border Gateway Protocol 4 (BGP-4)

· RFC 1772, Application of the Border Gateway Protocol in the Internet 

· RFC 2545, Use of BGP-4 Multi-protocol Extensions for IPv6 Inter-Domain Routing 

· RFC 2858, Multi-protocol Extensions for BGP-4 

· Multicast: 

· Router MUST support RFC 3810, Multicast Listener Discovery Version 2 (MLDv2) Router functions to support MLD

· Router SHOULD+ support PIMv2 Dense Mode (DM) and PIMv2 Sparse Mode (SM)

· QoS

· RFC 2474, Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers: Routers must process DiffServ headers and offer differentiation of traffic service classes 

· Net Management:

· RFC 2465, Management Information Base for IP Version 6: Textual Conventions and General Group

· RFC 2466, Management Information Base for IP Version 6: ICMPv6   

· RFC 3411, An Architecture for Describing SNMP Management Frameworks – Devices must be SNMPv3 compatible

· RFC 4022, Management Information Base for the Transmission Control Protocol  

· RFC 4113, Management Information Base for the User Datagram Protocol 

· RFC 3595, Textual Conventions for IPv6 Flow Label 

· IPsec:  At a minimum,  L-3 Managed Switches MUST implement basic IPsec with manual keying as defined  in the following RFCs
· RFC 4301, Security Architecture for the Internet ProtocolRFC 4303, IP Encapsulating Security Payload (ESP)

· RFC 4305, (ESP and AH) Cryptographic Algorithm Implementation Requirements for Encapsulating Security Payload (ESP) and Authentication Header (AH)  
· RFC 4308:
Cryptographic Suites for IPsec  

· RFC 4309: 
Using Advanced Encryption Standard (AES) CCM Mode with IPsec Encapsulating Security Payload (ESP)
· L3 Switches SHOULD+ implement the full IPsec Profile to include automatic key exchange, SEND, and CGAs
· MPLS Switch must support:

· RFC 3031, Multiprotocol Label Switching Architecture 

· RFC 3036,  Label Distribution Protocol (LDP) Specification

· Connection technology profile (chose 1 or more applicable) 

· RFC 2464, Transmission of IPv6 Packets over Ethernet Networks

· RFC 2467, Transmission of IPv6 Packets over FDDI Networks

· RFC 2472, IP Version 6 over PPP 




3.5. Network Server Requirements: 

Network Servers are in two classes:

1. Simple servers offer only one service or a very limited set of services and are generally built on a network appliance platform. Examples of simple servers are  stand-alone network print servers, Session Initiation Protocol (SIP)
 servers,  a “web camera” appliance that serves pictures via an imbedded webserver, and  a network time server appliance that solely functions to serve NTP requests. 

2. Advanced servers are general purpose servers built on server grade operating systems such as UNIX, LINUX, or Windows. They are expected to serve many network applications. It is not within the scope of this document to detail all network applications served by advanced servers. The full service profile of applications offered by an advanced server should be available from the operating system manufacturer or by referencing industry standard profiles such as the UNIX 03 Standard [
] Linux Base Standard (LSB) [
] or others. Whatever service profile is specified, the IPv6 Advanced Server is expected to offer an IPv6 equivalent of any IPv4 service, as well as any IPv6-only services specified in its service profile. 
All servers support the BASE specification plus they provide one or more network services depending on their class. Their profile requires:

· If a simple server, use the network appliance platform as the basic requirements, then add services according to the device function

· If an Advanced Server, use the Host/Workstation requirements  as the basic requirements and add services according to the manufacturer’s service profile.

· Network service  requirements: Chose the service or services to be provided by the server according to the manufacturer’s service profile. There are many network application services possible, a partial list includes :

· RFC 3596, DNS Extensions to Support IPv6 

· RFC 3226, DNS Security and IPv6 Aware Server/Resolver Message Size Requirements

· RFC 3261 Session Initiation Protocol (SIP) for a SIP Server

· RFC 3315, Dynamic Host Configuration Protocol for IPv6 (DHCPv6) (DHCP server)

· RFC 2428, FTP Extensions for IPv6 and NATs (Applies to FTP for IPv6) Server must be capable of transferring files with IPv6 and support EPRT and EPSV

· RFC 2821, Simple Mail Transfer Protocol (SMTP) Servers support sections 4.1.2 and 4.1.3 for IPv6 addressing

· RFC 2030, Simple Network Time Protocol (SNTP) Version 4 

· RFC 3053, IPv6 Tunnel Broker (Not yet in DISR)

· RFC 3162, RADIUS (Remote Authentication Dial In User Service) and IPv6 (Supports remote network dial-in)
· Application servers such as network time, print servers, and others may be built on simple imbedded hardware and will then require only the “network appliance ” BASE requirements along with one network service requirement . 

3.5.1. Sample Network Server Profiles:

	3.5.1.1. NTP Simple Server: 

This profile is for an NTP simple server consisting of a network appliance and atomic clock. 

· RFC 1981, Path MTU Discovery for IPv6 

· RFC 2460, Internet Protocol v6 (IPv6) Specification  

· RFC 2461, Neighbor Discovery for IPv6

· RFC 2462, IPv6 Stateless Address Auto-configuration 

· RFC 2463, Internet Control Message Protocol (ICMPv6)

· RFC 3513, IPv6 Addressing Architecture

· RFC 2030, Simple Network Time Protocol (SNTP) Version 4 

· SHOULD+ Support IPsec profile



	3.5.1.2. SIP Simple Server: 

This profile is for a SIP gateway server consisting of a network appliance that provides a small or home office gateway between SIP Internet telephony and public switched telephone network (PSTN)

· RFC 1981, Path MTU Discovery for IPv6 

· RFC 2460, Internet Protocol v6 (IPv6) Specification  

· RFC 2461, Neighbor Discovery for IPv6

· RFC 2462, IPv6 Stateless Address Auto-configuration 

· RFC 2463, Internet Control Message Protocol (ICMPv6)

· RFC 3513, IPv6 Addressing Architecture
· RFC 3261 Session Initiation Protocol (SIP) 

· RFC3162 RADIUS and IPv6

· RFC3953 Telephone Number Mapping (ENUM) Service Registration for Presence Services
· SHOULD+ Support IPsec profile


	3.5.1.3. Tunnel Broker Simple Server: 

This profile is for a tunnel broker server consisting of a simple network appliance that only performs tunnel brokering functions. 

· RFC 1981, Path MTU Discovery for IPv6 

· RFC 2460, Internet Protocol v6 (IPv6) Specification  

· RFC 2461, Neighbor discovery for IPv6

· RFC 2462, IPv6 Stateless Address Auto-configuration 

· RFC 2463, Internet Control Message Protocol (ICMPv6)

· RFC 3513, IPv6 Addressing Architecture

· RFC 3053, IPv6 Tunnel Broker (Not yet in DISR)

· SHOULD+ Support IPsec profile



	3.5.1.4. UNIX Advanced Server (UNIX 03) 

· RFC 1981, Path MTU Discovery for IPv6 

· RFC 2460, Internet Protocol v6 (IPv6) Specification  

· RFC 2461, Neighbor discovery for IPv6

· RFC 2462, IPv6 Stateless Address Auto-configuration 

· RFC 2463, Internet Control Message Protocol (ICMPv6)

· RFC 3513, IPv6 Addressing Architecture

· RFC 3596, DNS Extensions to Support IPv6 - Hosts must be capable of using IPv6 DNS 

· RFC 4301, Security Architecture for the Internet Protocol 

· RFC 2464, Transmission of IPv6 Packets over Ethernet Networks

· Standard 66/RFC 3986, Uniform Resource Identifier (URI): Generic Syntax 

· RFC 3810, Multicast Listener Discovery Version 2 (MLDv2) (Emerging June 05) Host must generate MLD requests.

· RFC 3315, Dynamic Host Configuration Protocol for IPv6 (DHCPv6) 

· IPsec:

· At a minimum,  Advanced Servers MUST implement basic IPsec with manual keying as defined  in the following RFCs

· RFC 4301, Security Architecture for the Internet ProtocolRFC 4303, IP Encapsulating Security Payload (ESP)

· RFC 4305, (ESP and AH) Cryptographic Algorithm Implementation Requirements for Encapsulating Security Payload (ESP) and Authentication Header (AH)  
· RFC 4308:
Cryptographic Suites for IPsec  

· RFC 4309: 
Using Advanced Encryption Standard (AES) CCM Mode with IPsec Encapsulating Security Payload (ESP)
· Advanced servers SHOULD+ implement the full IPsec Profile to include automatic key exchange, Authentication Header, Secure neighbor Discovery (SEND), and Cryptographically Generated Addresses (CGAs) 
· Mobility: Workstation/PC MUST support MN and CN functions and IPsec for MIPv6 as defined in 

· RFC 3775, Mobility Support in IPV6  

· RFC 3776, Using IPsec to Protect Mobile IPv6 Signaling Between Mobile Nodes and Home Agents 

Service Profile: Defined in the standard profile for UNIX 03 

Unix 03 standard available for free from:  http://www.opengroup.org/publications/catalog/x03xy.htm




3.6. Security Device Requirements: 

IPv6 Security Device: This profile is intended for firewalls, intrusion detection devices, VPN servers, IP network encryptors, and other security devices. 
· BASE Requirements

· If the device is an IPsec based in-line network encryptor (INE), VPN server, or must exchange information with other devices across IPsec secured connections, it MUST support the IPsec profile in this document. Some instances of intrusion detection devices, firewalls, and other security devices may not actually send/receive data across the network and may not require IPsec.  

· High security requirements for classified networks encryption MAY include encryption transforms and algorithms not necessarily interoperable with standard IPsec. These devices SHOULD+ support the entire IPsec profile but MAY support a minimal subset of the IPsec requirements:

· RFC 4301, Security Architecture for the Internet Protocol

· RFC 4303, IP Encapsulating Security Payload (ESP)

· Manual Keying



· If a security device must distribute IP Security Policy information to other devices, it SHOULD+ implement:

· RFC 3585, IPsec Configuration Policy Information Model   

· RFC 3586, IP Security Policy Requirements  

· Note: New Security device standards are emerging for managing IPsec policy information, managing distributed firewalls, etc., which will fit in this category.

· Devices must also support IPv6 requirements defined for any special security function of the device. Example:

· RFC 3162, RADIUS (Remote Authentication Dial In User Service) and IPv6  
	3.6.1. Sample Security Device Profile: Classified Network Encrypter

· RFC 2460, Internet Protocol v6 (IPv6) Specification  

· RFC 2461, Neighbor Discovery for IPv6

· RFC 2462, IPv6 Stateless Address Auto-configuration 

· RFC 2463, Internet Control Message Protocol (ICMPv6)

· RFC 3513, IPv6 Addressing Architecture

· RFC 4301, Security Architecture for the Internet Protocol

· RFC 4303, IP Encapsulating Security Payload (ESP)

· See full IPsec Profile for non-classified IPsec transforms and key exchange




4. IPv6 Protocol Functional Categories:

4.1. Transition Mechanisms (TM) Profile

All nodes that must interoperate with IPv4 need at least one transition mechanism to support interoperability. These mechanisms include dual stack, configured & automatic tunneling, and translation. Every IPv6 Capable node that must interoperate with IPv4 needs to be capable of utilizing at least one transition mechanism, preferable a dual stack. All new nodes being acquired for connection to the DoD GIG must support transition mechanisms.
· RFC 4213, Transition Mechanisms for IPv6 Hosts and Routers - This is a  Proposed RFC describing general transition strategies

· Routers and Workstations/PC operating systems MUST support dual stacks

· Application software for workstations MUST support dual stacks 

· All other nodes SHOULD+ support a dual stack however IPv6-only devices MAY support an IPv6-only stack

· Routers MUST support configured tunnels

· Routers MAY support automatic tunneling (ISATAP, TEREDO, 6to4, etc.) not specified in this RFC

· Translation is considered experimental and should be limited by requiring waivers for the use of translation as a transition mechanism.

· RFC 3053, IPv6 Tunnel Broker  - MAY be deployed to support automatic IPv6-in-IPv4 tunneling from dual-stacked hosts to a tunnel broker server (Tunnel Broker RFC is informational and is not in the DISR)

· Automatic IPv4-in-IPv6 tunneling such as Dual Stack Transition Mechanism (DSTM) and IPv4-in-IPv6 DSTM tunnel broker is experimental and MAY be supported

· Additional mechanisms built on top of these existing mechanisms MAY be supported. An example of this is turning a communications gateway  server, such as an e-mail server, into a dual-stacked application-level gateway that can intermediate between IPv4-only mail clients and IPv6- mail clients. 

4.2. Connection Technology (CT) Profile

This profile defines data link layer (Layer 2) connection technology definitions for all nodes.  If using a connection technology with an existing IPv6 standard you MUST use the IPv6 standard for interoperability across that connection technology. 
· RFC 2464, Transmission of IPv6 Packets over Ethernet Networks

· RFC 2467, Transmission of IPv6 Packets over FDDI Networks (Not in DISR)

· RFC 2472, IP Version 6 over PPP 

· RFC 2491, IPv6 Over Non-Broadcast Multiple Access (NBMA) Networks (Not in DISR)

· RFC 2492, IPv6 over ATM Networks January 1999 

· RFC 2497, Transmission of IPv6 Packets over ARCnet Networks (Not in DISR)

· RFC 2590, Transmission of IPv6 Packets over Frame Relay Networks Specification (Not in DISR)

· RFC 3146, Transmission of IPv6 over IEEE 1394 Networks (Not in DISR)

· RFC 3572, IPv6 over MAPOS (Multiple Access Protocol over SONET/SDH) (Not in DISR)

· RFC 3831, Transmission of IPv6 over Fibre Channel (Not in DISR)

· RFCs related to Layer-2 Compression:

· RFC 2507, IP Header Compression, February 1999 (For low-speed wired links requiring compression) 

· RFC 2508, Compressing IP/UDP/RTP Headers for Low-Speed Serial Links (For low-speed serial links requiring compression)

· RFC 3095, Robust Header Compression (ROHC) – supports reliable IP header compression over wireless links

· RFC 3241, Robust Header Compression (ROHC) over PPP  (For wireless links requiring header compression)

4.3. IPv6 IP Security (IPsec) Profile: 

This specifies the minimal set of IPsec and security-related protocols required for all IPv6 nodes. 

· All nodes MUST support IPsec Encapsulating Security Payload (ESP) with 3DESCBC/AES128CBC/SHA1 transforms as defined in the following RFCS:

· RFC 4301, Security Architecture for the Internet Protocol

· RFC 4303, IP Encapsulating Security Payload (ESP)

· RFC 4305, (ESP and AH) Cryptographic Algorithm Implementation Requirements for Encapsulating Security Payload (ESP) and Authentication Header (AH)  
· RFC 4308:
Cryptographic Suites for IPsec  

· RFC 4309: 
Using Advanced Encryption Standard (AES) CCM Mode with IPsec Encapsulating Security Payload (ESP)
· All nodes MUST support manual keying 

· All nodes SHOULD+ support Authentication Header (AH). All AH implementations MUST support SHA1 as defined in:

· RFC 4302, IP Authentication Header (AH)

· RFC 4305, (ESP and AH) Cryptographic Algorithm Implementation Requirements for Encapsulating Security Payload (ESP) and Authentication Header (AH)  
· All nodes SHOULD+ support automatic key management and exchange as defined in:

· RFC 4304,   Extended Sequence Number (ESN) Addendum to IPsec Domain of Interpretation (DOI) for Internet Security Association and Key Management Protocol (ISAKMP)
· RFC 4306: 
(ISAKMPSEC) Internet Key Exchange (IKEv2) Protocol  
· RFC 4307: 
Cryptographic Algorithms for Use in the Internet Key Exchange Version 2 (IKEv2)  

· All VPNs, IPsec-based network encrypters, and IPsec implementations  SHOULD+   support the following suite [RFC4307] or begin migration to this suite which is expected to be the mandated VPN security suite required for 2008 IPv6 deployment:
   IPsec:

   Protocol                 
ESP [RFC4303]

   ESP encryption     
AES with 128-bit keys in CBC mode [AES-CBC]

   ESP integrity        
AES-XCBC-MAC-96 [AES-XCBC-MAC]

   IKEv2:

   Encryption               
AES with 128-bit keys in CBC mode [AES-CBC]

   Pseudo-random function   AES-XCBC-PRF-128 [AES-XCBC-PRF-128]

   Integrity                
AES-XCBC-MAC-96 [AES-XCBC-MAC]

   Diffie-Hellman group
2048-bit MODP [RFC3526]

CREATE_CHILD_SA (for IKEv2) MUST be supported by both parties in this suite.  The initiator of this exchange MAY include a new Diffie-Hellman key; if it is included, it MUST be of type 2048-bit MODP.  If the initiator of the exchange  includes a Diffie-Hellman key, the responder MUST include a Diffie-Hellman key, and it MUST of type 2048-bit MODP.

· Nodes needing to maintain interoperability with current/legacy support Internet Key Exchange (IKE)  SHOULD support IKE original version by supporting the following algorithms

· RFC 2407, The Internet IP Security Domain of Interpretation for ISAKMP

· RFC 2408, Internet Security Association and Key Management Protocol 

· RFC 2409, The Internet Key Exchange (IKE)

· RFC 4109, Algorithms for Internet Key Exchange Version 1 (IKEv1) 

· Nodes SHOULD support RFC 3971 SEcure Neighbor Discovery (SEND) and RFC 3972 Cryptographically Generated Addresses (CGAs) (Hosts/Workstations SHOULD+ support SEND+CGAs))

· Nodes MAY support RFC 3041, Privacy Extensions for Stateless Address Auto configuration in IPv6 (Hosts/Workstations SHOULD+ support Privacy Extensions)

4.4. Quality of Service (QoS) 

IPv6 protocols related to QoS signaling 

· RFC 2474, Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers

· Routers Must process DiffServ headers and offer differentiation of traffic service classes 

· Routers required to support RSVP for QoS reservations Must support

· RFC 2205, Resource ReSerVation Protocol (RSVP) – Version 1 Functional Specification

· RFC 2207, RSVP Extensions for IPSEC Data Flows

· RFC 2210, The Use of RSVP with IETF Integrated Services

· RFC 2750, RSVP Extensions for Policy Control

· RFC 3175, Aggregation of RSVP for IPv4 and IPv6 Reservations 

· As IPv6 QoS extensions and usage guidance matures this profile will be expanded.

4.5. Mobility (MOB) 

Support for IPv6 Mobility is required in end-host Workstation/PCs and in routers that support home agent routing functions.  

· RFC 3775, Mobility Support in IPV6 (DISR emerging as of Q1 05)

· All host operating systems MUST have Corresponding Node (CN) capability (binding cash update) available

· Mobile hosts (Laptops, mobile workstations in vehicles, etc.) Must have CN + full Mobile Node (MN) capability 

· All routers supporting Home Agent (HA) function MUST support HA requirements in RFC 3775

· RFC 3776, Using IPSec to Protect Mobile IPv6 Signaling Between Mobile Nodes and Home Agents (DISR emerging as of Q1 05) 

· All HA routers and MN mobile hosts MUST support RFC 3776

· RFC 3963, Network Mobility (NEMO) Basic Support Protocol 

· All routers required to support network mobility for mobile networks MUST support NEMO

4.6. Wireless Systems (Wireless)

IPv6 support for RF wireless systems including header compression and specialized mobile routing

· RFC 3095, Robust Header Compression (ROHC) – Supports reliable IP header compression over wireless links. When header compression over wireless links is required ROHC MUST be used. 

· RFC 3241, Robust Header Compression (ROHC) over PPP  - Supports compression over wireless PPP links requiring header compression. ROHC MAY be used to support compression over various PPP and low-speed links 

· Note: We need an IPv6 Mobile Adhoc Networking (MANET) routing  standard

4.7. Network Management (NM) 

Protocols for network management in IPv6 networks

· RFC 2465, Management Information Base for IP Version 6: Textual Conventions and General Group  

· RFC 2466, Management Information Base for IP Version 6: ICMPv6   

· Standard 62/RFC 3411, An Architecture for Describing Simple Network Management Protocol (SNMP) Management Frameworks – Devices must be SNMPv3 compatible

· Standard 62/RFC 3413, SNMP Applications

· RFC 3595, Textual Conventions for IPv6 Flow Label 
· Management Information Base (MIB) messages for network management: Pick IPv6 MIBs appropriate for the network management messages to be sent from your system. Example MIBs are: 

·  RFC 4022 Management Information Base for the Transmission Control Protocol

·  RFC 4113 Management Information Base for the User Datagram Protocol

· RFC 4087, IP Tunnel MIB

· RFC 3970 A Traffic Engineering (TE) MIB 

· Other MIBs as appropriate to your network management system

4.8. Informational (INFO) 

Best Common Practice (BCP) standards for network operations and deployment guidance
· RFC 2526, Reserved IPv6 Subnet Anycast Addresses

· RFC 3587, IPv6 Global Unicast Address Format 

· RFC 4007, Scoped Address Architecture (All IPv6 addressing plans MUST use this standard definition for scoped addressing architectures)
· RFC 4193, Unique Local IPv6 Unicast Addresses
5. References: 

The following sources were used in generating requirements for this document:

· IETF Internet-Draft “draft-ietf-ipv6-node-requirements-11.txt” August 2004

· DoD Information-Technology Standards Registry (DISR) 05-1.0 Generic IPv6 Profile

· Draft DoD IPv6 TO document “Draft Ipv6 Capable Functional Specification v1.0” dated 11.22.05

· IETF RFC Index as of 13 October 2005: http://www.rfc-editor.org/rfc-index2.html
6. Annex A: Change list v.5 to v.6

· Incorporated December 2005 updates to IPsec Protocols in IPsec section -  extensive re-write to include new 430x series IPsec RFCs and SEND+CGA 

· Incorporated new version of DoD IPv6 TO “IPv6 Capable” Requirements (draft 11-22-05)

· Incorporated Karen O'Donoghue (Navy) comments on L-3 Switches

· Incorporated additional MIBs to network management section 

7. Annex B: DoD IPv6 Transition Office “IPv6 Capable” Requirements

 (Draft 11-22-05  - see attachments)

8. Annex C: JITC IPv6 Capable Matrix v2.xls : 

A Test Profile Based on Version .5 of DISR IPv6 Product Profile (see attachments) 

� See RFC 3261 Session Initiation Protocol for more information on SIP


� http://www.opengroup.org/openbrand/register/xy.htm


� http://www.opengroup.org/lsb/cert/register.html





�We need to run this by the DoD IPv6 IA WG  SMEs





