DTN Testing over Koganei and Surrey Ground Stations
August 17, 2010  22:36 UTC Tests

On August 17, 2010,  NASA, JAMSS, NICT and SSTL collaborated for a successful DTN test.  The test consisted of a 96.33 megabytes image taken.  The code onboard the UK-DMC1 solid state data recorder was “Build: Sep  3 2009 08:30:31” by Wesley Eddy.  This code provided the bundling shim that creates a dtn bundle header for the image as well as proactive fragment bundle headers predefined to be 80 Mbytes bundles (less for the last bundle fragment).

A 96.33 Mbyte image was picked in order to ensure we can download two fragments in one pass and allow for operator error with time to recover.  In addition, the small second bundle fragment of 16.33 Mbytes could be downloaded quickly over a second ground station even with a very short pass time.  In this case we tried to download the 16.33 Mbyte bundle over Surrey, but were not successful.  The details are of why are provided later in the write-up.

Satellite Pass Details
Figure 1 is form Satellite Took Kit and shows the pass over Koganei and SSTL.
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Figure 1  - Koganei and Surrey Pass 17Aug2010 22:36 UTC



STK Pass Details
Over Koganei Site

                         Time (UTCG)          Azimuth (deg)    Elevation (deg)     Range (km)
                  ------------------------    -------------    ---------------    -----------
                  17 Aug 2010 22:36:44.442          166.803              0.000    3040.819529
                  17 Aug 2010 22:37:44.000          166.954              3.976    2633.385303
                  17 Aug 2010 22:38:44.000          167.139              8.771    2225.313418
                  17 Aug 2010 22:39:44.000          167.375             14.876    1823.483773
                  17 Aug 2010 22:40:44.000          167.706             23.331    1435.485502
                  17 Aug 2010 22:41:44.000          168.265             36.390    1078.767460
                  17 Aug 2010 22:42:44.000          169.777             58.677     798.777950
                  17 Aug 2010 22:43:44.000          321.971             86.333     696.824115
                  17 Aug 2010 22:44:44.000          345.244             53.880     840.685345
                  17 Aug 2010 22:45:44.000          346.461             33.747    1140.393548
                  17 Aug 2010 22:46:44.000          347.003             21.804    1504.698508
                  17 Aug 2010 22:47:44.000          347.373             13.905    1895.620717
                  17 Aug 2010 22:48:44.000          347.676              8.102    2298.373154
                  17 Aug 2010 22:49:44.000          347.951              3.487    2706.341630
                  17 Aug 2010 22:50:37.421          348.184              0.000    3071.136237

Min Elevation     17 Aug 2010 22:50:37.421          348.184              0.000    3071.136247
Max Elevation     17 Aug 2010 22:43:38.692          257.283             88.430     695.688696
Mean Elevation                                                          24.485               
Min Range         17 Aug 2010 22:43:38.477          252.406             88.424     695.686985
Max Range         17 Aug 2010 22:50:37.421          348.184              0.000    3071.136247
Mean Range                                                                        1812.673746





Over SSTL Site

                         Time (UTCG)          Azimuth (deg)    Elevation (deg)     Range (km)
                  ------------------------    -------------    ---------------    -----------
                  17 Aug 2010 23:01:22.143          358.427              0.000    3077.164919
                  17 Aug 2010 23:02:22.000          352.155              2.719    2787.536069
                  17 Aug 2010 23:03:22.000          344.423              5.360    2534.542183
                  17 Aug 2010 23:04:22.000          335.042              7.709    2332.289296
                  17 Aug 2010 23:05:22.000          324.053              9.442    2195.754200
                  17 Aug 2010 23:06:22.000          311.944             10.200    2138.129465
                  17 Aug 2010 23:07:22.000          299.648              9.784    2165.913158
                  17 Aug 2010 23:08:22.000          288.184              8.300    2275.811691
                  17 Aug 2010 23:09:22.000          278.210              6.082    2456.351572
                  17 Aug 2010 23:10:22.000          269.898              3.482    2692.634477
                  17 Aug 2010 23:11:22.000          263.106              0.748    2970.466824
                  17 Aug 2010 23:11:38.354          261.485              0.000    3051.805232

Min Elevation     17 Aug 2010 23:01:22.143          358.427              0.000    3077.164919
Max Elevation     17 Aug 2010 23:06:30.948          310.096             10.214    2136.820065
Mean Elevation                                                           5.319               
Min Range         17 Aug 2010 23:06:32.600          309.754             10.213    2136.788488
Max Range         17 Aug 2010 23:01:22.143          358.427              0.000    3077.164919
Mean Range                                                                        2556.533257


      

UK-DMC1 Commanding via SSTL
 
; GSN test over Koganei ground station.  
; Image with the MD5 checksum activated.
 
; Tuesday, 17 Aug 2010 22:36:44.442    17 Aug 2010 22:50:37.421           832.979
; Capture Time: 17-Aug-2010 22:27:47 
; Storage: 96.33 megabytes 
; Filename: DU0010b0pm
 
; Run HRTX0 with SSDR0 for each pass.
; SSDR off after SSTL download pass.
; EOST will boot the SSDRs as part of image sked.
 
; Set SSDR0 DTN code file number in EOST before image capture.
; Set file number after DTN code uploaded.
17AUG10 220000 ATCP EOST 23 1A 5B 01 00
 
; IMAGE CAPTURE HERE at 22:27:47
 
; Set SSDR0 file number back to standard software after image capture.
17AUG10 223100 ATCP EOST 23 17 5A 01 00
 
; Calculate MD5 checksum
17AUG10 223130 TCMD 144-96 0 ONCE
 
; Koganei pass: Power up HRTX0 with SSDR0
17AUG10 223644 MACRO "HRTx0" "SSDR0"
 
; Koganei pass: Power off HRTX0 after
17AUG10 225037 MACRO "HRTx0" "Off"
 
; SSTL Download:
; 17AUG10 23:01.21 to 17AUG10 23:11.41
 
; SSDR0 off - Before Eclipse... (17AUG2010 231504 start)
17AUG10 231400 TCMD 66-5 0 ONCE


Pass Results 

The image file, DU0010b0pm, was capture at 22:27:06+076

<15>syslog[22:27:06+076 17/08/2010]: capt: file   : DU0010b0pm
<15>syslog[22:27:06+078 17/08/2010]: capt: Time   : 4C6B0CD7
<15>syslog[22:27:06+079 17/08/2010]: capt: Bands  : 3 ( NIR1 RED1 GRN1 )
<15>syslog[22:27:06+081 17/08/2010]: capt: Lines  : 5200
<15>syslog[22:27:06+083 17/08/2010]: capt: Pixels : 6472
<15>syslog[22:27:06+084 17/08/2010]: capt: Creating file /home/tmp/DU0010b0pm
<15>syslog[22:27:06+086 17/08/2010]: capt: Extending file to 100963850 bytes.. 

MD5 checksum command executed:
<14>syslog[22:31:30+029 17/08/2010]:   DU0010b0pm
<14>syslog[22:31:30+031 17/08/2010]: running MD5 on /home/DU0010b0pm
<14>syslog[22:34:58+078 17/08/2010]: MD5 of DU0010b0pm : 0x31aa26a8 , 0xaacb6adf, 0x8075e235, 0x2ef3e6ed

Three DTN headers are created.  Each is approximately 70 bytes.
<14>syslog[22:34:58+080 17/08/2010]:   DU0010b0pm.dtn
<14>syslog[22:34:58+082 17/08/2010]:   DU0010b0pm.0-79999999.dtn
<14>syslog[22:34:58+083 17/08/2010]:   DU0010b0pm.1-100963745.dtn

From the Saratoga Terminal Log, the following are the commands NASA issued once NICT/JAMSS notified that modem had locked and we could ping the satellite.  The full “Aug172010_jamss_sara.log” file will has been archived.

First we issue a command “ls” to get the directory of all the files on the solid state data recorder (SSDR).

We then request a download of the first bundle fragment “get /home /DU0010b0pm.0-79999999.dtn”.
Note that the 79 byte file is downloaded and then a we know by the file name to start downloading the image file from bytes 0 to 79999999.
 
When this proactive bundle download is completed, it is automatically passed to the DTN2 bundle agent for forwarding.
transaction with ID fb913d5 completed (79999999 bytes)
holefil payload len: 7
writing file /tmp/DU0010b0pm
handing bundle file to bundle agent

We then request the download of the second proactive bundle fragment “get /home / DU0010b0pm.1-100963745.dtn”.  Note, this fragment is only 20963745 bytes.  This file is also automatically passed to the DTN2 bundle agent for forwarding.
transaction with ID fb913d5 completed (20963745 bytes)
holefil payload len: 7
writing file /tmp/DU0010b0pm
handing bundle file to bundle agent



Finally, we download the system log file.  Note that only files ending with the name .dtn are passed to the bundle agent.  Here, the Syslog.txt file is written directly to the linux file system in the home directory.
saratoga> get /home/syslog.txt
saratoga> file length is 13193
transaction with ID f880c078 completed (13193 bytes)
holefil payload len: 7
writing file syslog.txt


Abridged Saratoga Log File
[dtn@nict-dtn-exp ~]$ ./saratoga_client.pl 
setting so_rcvbuf 1
info: listening at 192.168.1.207:4000
saratoga> open 192.168.1.241
info: will connect to 192.168.1.241
saratoga> ls /home
saratoga> file length is 1728
transaction with ID ccdde000 completed (1728 bytes)
holefil payload len: 7
0100644    0    0   9262 2010-08-18 07:44:07 syslog.txt 
0040755    0    0      0 1988-01-01 09:00:01 tmp
0100600    0    0 100963745 2010-08-18 07:28:01 DU0010b0pm
0100644    0    0     74 2010-08-18 07:28:02 DU0010b0pm.dtn
0100644    0    0     79 2010-08-18 07:28:02 DU0010b0pm.0-79999999.dtn
0100644    0    0     82 2010-08-18 07:28:03 DU0010b0pm.1-100963745.dtn

saratoga> get /home /DU0010b0pm.0-79999999.dtn
saratoga> file length is 79
transaction with ID 3a7a5a3b completed (79 bytes)
holefil payload len: 7
know I also need to request file /home/DU0010b0pm with spoofed ACK for 0 to 79999999
sending hole: 0 79999999
holefil payload len: 15
file length is 100963745
sending hole: 874276 79999999
holefil payload len: 15
sending hole: 1779254 79999999
......
holefil payload len: 15
sending hole: 79379290 79999999
holefil payload len: 15
transaction with ID fb913d5 completed (79999999 bytes)
holefil payload len: 7
writing file /tmp/DU0010b0pm
handing bundle file to bundle agent
holefil payload len: 7

saratoga>get /home/DU0010b0pm.1-100963745.dtn
saratoga> saratoga> file length is 82
transaction with ID 3cf86aec completed (82 bytes)
holefil payload len: 7
know I also need to request file /home/DU0010b0pm with spoofed ACK for 1 to 100963745
sending hole: 80000000 100963745
holefil payload len: 15
file length is 100963745
holefil payload len: 7
sending hole: 80000000 100963745
holefil payload len: 15
holefil payload len: 7
sending hole: 80877200 100963745
holefil payload len: 15
...............
sending hole: 99734076 100963745
holefil payload len: 15
sending hole: 100684376 100963745
holefil payload len: 15
transaction with ID fb913d5 completed (20963745 bytes)
holefil payload len: 7
writing file /tmp/DU0010b0pm
handing bundle file to bundle agent

saratoga> get /home/syslog.txt
saratoga> file length is 13193
transaction with ID f880c078 completed (13193 bytes)
holefil payload len: 7
writing file syslog.txt


















Delay Tolerant Network (DTN) Details
The DTN satellite ground network at NASA Glenn consists of seven machines located at the following locations:
· SSTL ground station in Surrey England (bundling-SSTL)
· Universal Space Network ground station in Hawaii (bundling-HI)
· Universal Space Network ground station in Alaska (bundling-AK)
· Universal Space Network ground station in Australia(bundling-AU)
· NASA Glenn bundle destination behind the firewall (bundling-grc1)
· NASA Glenn bundling agent on open network (bundling-dtnbone)
· Koganei ground station in Japan (bundling-jamss)

For these tests, none of the Universal Space Network bundle agents were used.  Bundles were received at bundling-jamss and forwarded to bundling-dtnbone.  Special firewall rules allow dtn packets over a specific port to pass through the firewall from bundling-dtnbone to bundling-grc1.  The dtn log files from the Koganei bundle agent and Bundle Master are provided below.  The Koganei log shows two bundle fragments processed and forwarded to bunding-dtnbone.  The Bundle-Master log shows the two bundle fragments were received at NASA Glenn Bundle Master.  

We recombined the bundle fragments using the following “bundle_to_file.sh” command script with a file name of “Aug172010_jamss.img”.

 ./ bundle_to_file.sh   Aug172010_jamss.img

#!/bin/sh
DTN2-grc/apps/dtnrecv/dtnrecv -n 1 -O $1 dtn:bundling-grc1/i

The image file, Aug172010_jamss.img, was created.  We the ran an MD5 checksum calculation.  The results match that in the UK-DMC1 system log file.

[weddy@Bundle-Master ~]$ md5sum Aug172010_jamss.img
31aa26a8aacb6adf8075e2352ef3e6ed  Aug172010_jamss.img

<14>syslog[22:31:30+031 17/08/2010]: running MD5 on /home/DU0010b0pm
<14>syslog[22:34:58+078 17/08/2010]: MD5 of DU0010b0pm : 0x31aa26a8 , 0xaacb6adf, 0x8075e235, 0x2ef3e6ed

DTN results from Koganei Bundle Agent
[dtn@nict-dtn-exp ~]$ script Aug172010_jamss_dtn.log
Script started, file is Aug172010_jamss_dtn.log
[dtn@nict-dtn-exp ~]$ ./run_dtn2.sh 
[1282078459.179534 /dtnd notice] random seed is 179527
[1282078459.179695 /dtnd notice] DTN daemon starting up... (pid 27778)
starting BFCL thread for receiving requests
[1282078459.823660 /dtn/bundle/daemon notice] loading bundles from data store
localhost dtn% link dump
null [/dev/null dtn:none ALWAYSON null state=OPEN]
link_dtnbone [bundling-dtnbone:4557 dtn:none ONDEMAND tcp state=AVAILABLE]

localhost dtn% link open link_dtnbone
localhost dtn% link dump
null [/dev/null dtn:none ALWAYSON null state=OPEN]
link_dtnbone [bundling-dtnbone:4557 dtn://bundling-dtnbone ONDEMAND tcp state=OPEN]

localhost dtn% BFCL request received
BFCL: 1024 bytes read from FIFO
process_data: new bundle id 77566 arrival (payload 80000000)
BFCL request received
BFCL: 1024 bytes read from FIFO
process_data: new bundle id 77567 arrival (payload 20963745)

localhost dtn% bundle list
Currently Pending Bundles (0):


DTN results from NASA final bundle destination, Bundle-Master

[weddy@Bundle-Master ~]$  script aug172010_bm_dtn_term.log
Script started, file is aug172010_bm_dtn_term.log
[weddy@Bundle-Master ~]$ ./run_dtn2.sh 
[1282077587.266771 /dtnd notice] random seed is 266754
[1282077587.267148 /dtnd notice] DTN daemon starting up... (pid 2113)
starting BFCL thread for receiving requests
[1282077588.801305 /dtn/bundle/daemon notice] loading bundles from data store
bundling-grc dtn% link dump
null [/dev/null dtn:none ALWAYSON null state=OPEN]
link_sstl [bundling-SSTL:4556 dtn:none ONDEMAND tcp state=AVAILABLE]
link_HI [bundling-HI:4556 dtn:none ONDEMAND tcp state=AVAILABLE]
link_AK [Bundling-AK:4556 dtn:none ONDEMAND tcp state=AVAILABLE]
link_AU [bundling-AU:4556 dtn:none ONDEMAND tcp state=AVAILABLE]
link_dtnbone [bundling-dtnbone:4557 dtn:none ONDEMAND tcp state=AVAILABLE]

bundling-grc dtn% link open link_dtnbone
bundling-grc dtn% bundle list
Currently Pending Bundles (2): 
        34729: dtn:uk-dmc/i -> dtn:bundling-grc1/i length 80000000
        34730: dtn:uk-dmc/i -> dtn:bundling-grc1/i length 20963745






SSTL Download Results
We tried to download the smaller bundle fragment, DU0010b0pm.1-100963745.dtn, over SSTL but were unsuccessful.  Upon investigation, we noted the flowing.  The main image file DU0010b0pm was not present.  Noting the Syslog file of the August 8 pass over SSTL, as soon as SSTL’s station receives a beacon it issues a directory command and proceeds to download each file.  As soon as the file is received, a delete command is issued. Note in the Syslog files, machine 192.168.1.41 is SSTL’s Saratoga client.  Thus, buy the time we issued a request to download the second bundle fragment “get /home/DU0010b0pm.1-100963745.dtn”, the main image was gone.  The GRC implementation of Saratoga with the DTN shim will try and download the DTN header file DU0010b0pm.1-100963745.dtn followed  bytes 80,000,000 to 100,963,745 of the image file, DU0010b0pm.  DU0010b0pm no is no longer present as it had already been downloaded and deleted by SSTL.

saratoga> 
saratoga> ls /home
saratoga> file length is 1440
transaction with ID ccdde000 completed (1440 bytes)
holefil payload len: 7


0100644    0    0  18932 2010-08-18 00:03:19 syslog.txt
0040755    0    0      0 1988-01-01 00:00:01 tmp
0100644    0    0     74 2010-08-17 23:28:02 DU0010b0pm.dtn
0100644    0    0     79 2010-08-17 23:28:02 DU0010b0pm.0-79999999.dtn
0100644    0    0     82 2010-08-17 23:28:03 DU0010b0pm.1-100963745.dtn

get /home/DU0010b0pm.1-100963745.dtn


The following is from the Syslog of August 8th.
<14>syslog[22:59:08+059 09/08/2010]: sara: Directory Download Request recieved from 192.168.1.41 (to 192.168.1.41)
<14>syslog[22:59:08+062 09/08/2010]: sara: Transaction 0 [CCDDE000] created to send file /sara_dir.dir (1728 bytes)
<14>syslog[22:59:08+065 09/08/2010]: sara: Transaction 0 [CCDDE000] requestor:   192.168.1.41
<14>syslog[22:59:08+067 09/08/2010]: sara: Transaction 0 [CCDDE000] destination: 192.168.1.41
<14>syslog[22:59:08+070 09/08/2010]: sara: Transaction 0 [CCDDE000] meta data sent
<14>syslog[22:59:08+089 09/08/2010]: sara: Transaction 0 [CCDDE000] closed
<14>syslog[22:59:09+040 09/08/2010]: sara: /home/DU0010afpm File Download Request recieved from 192.168.1.41 (to 192.168.1.41)
<14>syslog[22:59:09+043 09/08/2010]: sara: Transaction 0 [3BA933F9] created to send file /home/DU0010afpm (103227672 bytes)
<14>syslog[22:59:09+045 09/08/2010]: sara: Transaction 0 [3BA933F9] requestor:   192.168.1.41
<14>syslog[22:59:09+048 09/08/2010]: sara: Transaction 0 [3BA933F9] destination: 192.168.1.41
<14>syslog[22:59:09+050 09/08/2010]: sara: Transaction 0 [3BA933F9] meta data sent
<14>syslog[23:01:02+001 09/08/2010]: sara: Transaction 0 [3BA933F9] closed
<14>syslog[23:01:02+030 09/08/2010]: sara: Request [F933A93B] to delete file /home/DU0010afpm done successfully
<14>syslog[23:01:04+017 09/08/2010]: sara: /home/syslog.txt File Download Request recieved from 192.168.1.41 (to 192.168.1.41)
<14>syslog[23:01:04+020 09/08/2010]: sara: Transaction 0 [F880C078] created to send file /home/syslog.txt (9305 bytes)
<14>syslog[23:01:04+022 09/08/2010]: sara: Transaction 0 [F880C078] requestor:   192.168.1.41
<14>syslog[23:01:04+025 09/08/2010]: sara: Transaction 0 [F880C078] destination: 192.168.1.41
<14>syslog[23:01:04+027 09/08/2010]: sara: Transaction 0 [F880C078] meta data sent
<14>syslog[23:01:04+038 09/08/2010]: sara: Transaction 0 [F880C078] closed
<14>syslog[23:01:07+026 09/08/2010]: sara: /home/DU0010afpm.dtn File Download Request recieved from 192.168.1.41 (to 192.168.1.41)
<14>syslog[23:01:07+029 09/08/2010]: sara: Transaction 0 [0BC88A79] created to send file /home/DU0010afpm.dtn (74 bytes)
<14>syslog[23:01:07+032 09/08/2010]: sara: Transaction 0 [0BC88A79] requestor:   192.168.1.41
<14>syslog[23:01:07+034 09/08/2010]: sara: Transaction 0 [0BC88A79] destination: 192.168.1.41
<14>syslog[23:01:07+036 09/08/2010]: sara: Transaction 0 [0BC88A79] meta data sent
<14>syslog[23:01:07+046 09/08/2010]: sara: Transaction 0 [0BC88A79] closed
<14>syslog[23:01:10+033 09/08/2010]: sara: Request [798AC80B] to delete file /home/DU0010afpm.dtn done successfully
<14>syslog[23:01:13+026 09/08/2010]: sara: /home/DU0010afpm.0-79999999.dtn File Download Request recieved from 192.168.1.41 (to 192.168.1.41)
<14>syslog[23:01:13+029 09/08/2010]: sara: Transaction 0 [BF0DA5AF] created to send file /home/DU0010afpm.0-79999999.dtn (79 bytes)
<14>syslog[23:01:13+032 09/08/2010]: sara: Transaction 0 [BF0DA5AF] requestor:   192.168.1.41
<14>syslog[23:01:13+034 09/08/2010]: sara: Transaction 0 [BF0DA5AF] destination: 192.168.1.41
<14>syslog[23:01:13+036 09/08/2010]: sara: Transaction 0 [BF0DA5AF] meta data sent
<14>syslog[23:01:13+047 09/08/2010]: sara: Transaction 0 [BF0DA5AF] closed
<14>syslog[23:01:16+031 09/08/2010]: sara: Request [AFA50DBF] to delete file /home/DU0010afpm.0-79999999.dtn done successfully
<14>syslog[23:01:19+025 09/08/2010]: sara: /home/DU0010afpm.1-103227672.dtn File Download Request recieved from 192.168.1.41 (to 192.168.1.41)
<14>syslog[23:01:19+028 09/08/2010]: sara: Transaction 0 [9FC0DD45] created to send file /home/DU0010afpm.1-103227672.dtn (82 bytes)
<14>syslog[23:01:19+031 09/08/2010]: sara: Transaction 0 [9FC0DD45] requestor:   192.168.1.41
<14>syslog[23:01:19+033 09/08/2010]: sara: Transaction 0 [9FC0DD45] destination: 192.168.1.41
<14>syslog[23:01:19+035 09/08/2010]: sara: Transaction 0 [9FC0DD45] meta data sent
<14>syslog[23:01:19+047 09/08/2010]: sara: Transaction 0 [9FC0DD45] closed
<14>syslog[23:01:22+055 09/08/2010]: sara: Request [45DDC09F] to delete file /home/DU0010afpm.1-103227672.dtn done successfully
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